
 

Warning Fake e-mails 
 

Dear Sir/Madam, 

It has come to our attention that we have had an email conversation with one of our customers 

were a perpetrator has placed himself in our ongoing communication. 

 

The perpetrator, who claims to be a Cromocol employee in a very credible way, informs that 

Cromocol payment instructions have changed. 

The perpetrator has also included an updated invoice and payment instructions with the new 

bank details. 

 

This represents a fraudulent attempt to elicit funds from our customers. Customers should NOT 

provide any information nor send any funds, to any e-mail address or account as indicated in 

these e-mails.  

 

We have not changed banking account and the information given on our original invoices are 

valid. If you are unsure of the origin of any e-mails or invoices, please contact Cromocol 

Scandinavia AB directly by phone. 

 

Also, our recommendation is that you check with your IT-department and possible update your 

e-mail security. 

Please spread this information within your organization. 

 

Many thanks for your urgent attention to this matter. 

 

Kind regards, 

 

Cromocol Scandinavia AB 


